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modify files, leading to delivery of incorrect results, delayed results, no results, or corrupted 

files to customer-provided network entity, and/or exposure of patient data in the transmitted 

files. 

 
At this time, Illumina has not received any reports and has no evidence indicating that this 

vulnerability has been exploited. 

Illumina Actions 

 
Illumina is providing Cybersecurity Guidance that includes recommendations on how customers 

can secure their internal network’s communication with Illumina’s product. 

Failure to follow these instructions or implement network security best practices to protect your 

systems could leave your organization exposed to the risks described above. 

The pertinent local and international regulatory bodies, including the Competent Authorities, are 

being notified of this issue. 

Required Customer Actions 

 
For all the affected products, please take the following actions to implement the mitigations: 

 
1. Download & read this Cybersecurity Guidance document. The full hyperlink is 

below. 

https://support.illumina.com/support-content/cyberguidance.html 

 
2. For Each Product Connected to the Customer Network: work with your internal IT 

department to determine which secure protocol works best in your environment 

and to implement the appropriate configuration change. 

 
Note: a change to the network protocol affects both Dx and RUO modes simultaneously 

therefore there is no need to boot into each mode separately to take the necessary 

action. 

 
Complete and return the Verification Form after carrying out all the steps in the 

instructions provided on your specific product(s) identified as affected in Table 1. 

 
NOTE: If you suspect your product may have been compromised by an unauthorized actor, 

please immediately unplug the network cable and contact techsupport@illumina.com. 

 
If you experience an adverse event due to this vulnerability with the use of any of the affected 
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Why You're Receiving This Notification 

 
You are receiving this notification because our records indicate that you are the appropriate contact for your organization 

for product changes, product obsolescence, and quality issues. 

Please be aware that these notifications contain essential information about our products and are not marketing 

communications. As such, you may receive these notifications despite having opted-out of receiving marketing 

communications from Illumina. If you are not the appropriate individual in your organization to receive these notifications, 

you may unsubscribe from these notifications by submitting this form. For more information, please see our Privacy Policy. 

 
 

products, please report it to the FDA’s MedWatch Adverse Event Reporting program either 

online, by regular mail or by fax. You can complete and submit the report online at 

www.fda.gov/medwatch/report.htm. In regions outside the USA, please contact your local 

regulatory authority. 

 
Illumina takes security issues very seriously. We are committed to supporting you in addressing 

this vulnerability. For any other questions or assistance, please contact 

techsupport@illumina.com. You may also be contacted by an external vendor on behalf of 

Illumina to ensure that you have the support you need. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 








